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AUTHENTICATION FACTORS

Authentication factors are something you:
» Have — token

- Key fob, computer or phone (device), smart card,
or code card

» Know — secret

- Password, PIN, or OTP.
» Are — blometric
> FIngerprint, voiceprint, hand geometry, or
Iris/eye.
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FINANCIAL IT CHALLENGES

» Stricter Password Policies

> Increases the likelihood that users compromise their secrecy by
writing them down or sharing them.

> Increases calls to the help desk
» Password Management Costs

- 40% of all help desk calls are for forgotten passwords
- Annually, companies spend up to $150 per user trying to
maintain secure passwords. (The Gartner Group)
» Balancing compliance with user’s need for quick

access to data

> In an emergency, getting data quickly is more important to the
user than security.

- Often employees are not participating willingly with guidelines.

- Administrator nightmare to enact and enforce.
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REGULATORY COMPLIANCE

Risk-based approach : RBA (Thai Securities and Exchange Commission)
> Prudential risk
- Operational/management risk
o Customer relationship risk
- Information technology risk

Gramm-Leach Bliley Act (GLBA)
o Customer data must be kept secure & confidential
- Defend against anticipated threats / unauthorized access
- Penalties range from $10,000 - $1,000,000

FFIEC Guidelines

> Financial institutions need to use two-factor authentication for online
transactions

State Data Breach Laws
Sarbanes-Oxley Act 2002

> Executives & Board must attest to internal controls and certify accuracy
of financial statements

o Executives & Board are personally liable

Basel Il Accord

> Factors Operational Risk (includes information security) into the
calculation of total capital requirements
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BENEFITS TO THE ENTERPRISE

Security with Convenience

Improves Network Security
Manage ‘Inside the firewall” security vulnerabilities

Reduces IT Support Costs

Eliminate password related help desk overhead

Assists in Regulatory Compliance Efforts

Address major security/privacy regulations
Detailed audit logs
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A COMPREHENSIVE
AUTHENTICATION SOLUTION

DigitalPersona Pro

Server

Microsoft® Windows Server
2003 or 2000 and Small
Business Server 2003 R2
with Active Directory

o ofoNas =

DigitalPersona Pro o

Workstation /

Microsoft Windows Vista
(Enterprise, Ultimate and
Business), XP Professional,
Server 2003 or 2000

Everything Works



ONE TOUCH LocON

DigitalPersona’Pro
fracr Fi AL & et s Ras i

Hicizsall
Windows'

Provides fingerprint-based
authentication to Windows

» Supports Vista’s Credential Provider and User Account Control
* Replaces standard Windows logon dialog box (GINA) in Windows XP
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ONE TOUCH SiIGNON
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The following logon fields for this Web site or program
have been detected. Enter the information that you want
your fingerprint logon process to fill in automatically.

To Bccess your sczount dats, boodh the [LEsEr mEmmaT
et reader with sy regretened linger.
Password:
¥ Hide password
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Cancel

Provides fingerprint-based
sign-on to applications, Web
sites and any combination of
username/password log-on
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0TS Logon Screen Wizard 2=l

Welcome to the OTS Logon
Screen Wizard

This wizard helps you setup a template
to enable fingerprint logon for programs or Web sites,

Launch the program or browse to the Web site that
contains the logon screen for which you want to enable
fingerprint logon.

Logon screen detected:

@ Welcome to Gmail
L

[ setup a template manually
To continue, dick Mext.

<= Back Cancel

OTS Logon Screen Wizard ed I
Logon Fields
Specify attributes for the logon fields.

IGNON _ser e

Sign in to Gmail with your
Google Account

Username||

Select Account Data x|

X More than one set of account information exists for this
[ Remember me on this compt  logon screen,

- - Choose the account information you want to use.
Sign in |

F’assword:l

85 Gmail-Polapat. Udomphol

| cannot access my account

OK I Cancel |

Multiple accounts on the
same sign on page

0TS Logon Screen Wizard |
Submit Option
QTS may submit the logon data automatically.

" Spedfy the attributes for the fields on logon screen and then dick Next. For
= | Walue, specify the required action after the user provides a fingerprint.

Use I Label I Type I Catalog | Value
Username: Text  <Not from catalog>  Ask - Reuse
Password: Pass... =Mot from catalog>  Ask - Reuse

[J] remember m... Chec... <Not from catalog= | Ask - Reuse

" Choose the button that submits the logon data from the list below. Click Do
saea | Mot Submit if you do not want to automatically submit logon data.

Detected buttons:
() Do Mot Submit

@ Sign in

Mext = Cancel
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ONE TOUCH SIGNON s e

0TS Change Password Screen Wizard | ‘_::CJ Password Policy ] 3:_|
Password Policy Mmmmmmmdh
Specify policy for the protected logon fields. gﬂfﬂf Mhrﬂwm:fwm =N password
To specify the password policy For a protected field, select the corresponding (% Password is provided by user

Field policy, and then click a button, which is shown on the right side. p e ical

 Logon field | Field policy | v Use password poli
Password <MNone> g Minimum password length:

e =

Maximum password length: |32 3:
[

[~

Password must contain:
ILetters and numbers

additional password requirements:

|DiFFarant from current password

<gsck | nets | Cancel | o Cancel

Automated password change screen
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ONE TOUCH SIGNON serwe

f,'.; J5/UIX - Terminal - Windows Internet Explorer 5 [=] 3

pr—— _
A= I:’é C:\Documents and Settings\Polapat Udomphol'nDeskb:p'lJ.lnusecj [ X I_'.'E Search 2~

- ) - = - | Page - 'Z:f;‘;}Tools -

Wk (€ 15/ULX - Terminal

Work with
I legacy system

OTS Logon Screen Wizard 2 x|

Logon Fields
Specify the actions to perform during fill-in.
Fill in Actions:

—Action Properties:

5 Kepstroke <Left arows ¥ | Client 2 |1SD =l piels
2% Figld "login” Client ' I?S _I? pirels

5 Keystroke <Enters

rerk termlib. js

T T T [ @wene &3,

Add - Bemove |

< Back | Mext = | Finish | Cancel |
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AUDIT LOGS

Provides compliance with

-
government regulations o= o
Evert |
Date: 13/09/2007 Source: DigitalPersona Pra
Time: 16:35:00 Category: (1280)
Type: None Event ID: 1289
e r— User: CHARN"Polapat Udomphal
T [ Date [ Time: [ Source [ca Event | User Computer: CHARN
ncurtty Eivformaton  1MUR007  1k1RA2 DaptaRersons Fro (173 1794 SYSTEM CHARN L
;;::;Hma - Aiformaton  INTHE0T M4BT DogiaPersans Fro {1390 159 PolapbtUdomp.. CHARN Description:
Internet Explorer @Infcrmation 13/09/2007 16:42:27 DigitalPersona Pro (758) 775 SYSTEM CHARM Fillin was peformed
3| Microsoft Office Diagnostics @Inf\)rmaﬁon 13/09/2007 16:42:27 DigitalPersona Pro (768) 775 SYSTEM CHARM Template File Mame: CMNOTSY{133678be S 262-43d7-2d -
1] Microsoft Office Sessions @Inf\)rmaﬁon 13/09/2007 16:42:27 DigitalPersona Pro (768) 775 SYSTEM CHARM a&;}‘&'dm}_dpm
@Infcrmation 13/08/2007 16:42:04 DigitalPersona Pro (1280) 1289 Polapat Udomp... CHARM Template Caption: Welcome to Gmail
@Infﬂrmaﬁnn 13/09/2007 16:42:04 DigitalPersona Pro (768) 775 SYSTEM CHARM Account Name: CHARN"Polapat Udomphol
@Inf\)rmahon 13/09,/2007 16:42:04 DigitalPersona Pro (758) 775 SYSTEM CHARN
@Inf\:rmation 13f09,/2007 16:42:04 DigitalPersona Pro {758) 775 SYSTEM CHARMN
@Inf\:rmation 13f08,/2007 16:41:53 DigitalPersona Pro (1280) 1285 Palapat Udomp... CHARMN
@Inf\)rmaﬁon 13/09/2007 16:41:53 DigitalPersona Pro (788) 775 SYSTEM CHARN
Information  13/09,/2007 16:41:53 DigitalPersona Pro (758) 775 SYSTEM CHARN
@Infcrmation 13f08/2007 16:41:53 DigitalPersona Pro {768) 775 SYSTEM CHARMN
(D nformation  13/08/2007 16:40:25 DigitalPersona Pro (1280) 1288 Polapat Udomp... CHARN [ata: Butes ) yiords
@Inf\)rmaﬁon 13f09,/2007 16:40:25 DigitalPersona Pro (1280) 1291 Palapat Udomp... CHARN —
Information  13/09,/2007 16:40:25 DigitalPersona Pro {768) 773 SYSTEM CHARN ﬂ
@Infﬂrmaﬁnn 13f05,/2007 16:40:22 DigitalPersona Pro (768) 775 SYSTEM CHARN
@Inf\)rmahon 13/09,/2007 16:40:22 DigitalPersona Pro (758) 775 SYSTEM CHARN ﬂ
@Inf\:rmation 13f09,/2007 16:40:22 DigitalPersona Pro {758) 775 SYSTEM CHARMN
@Infﬂrmaﬁnn 13f05,/2007 16:37:44 DigitalPersona Pro (1280) 1288 Polapat Udomp... CHARM
@Informanon 13j09/2007 16:37:94 DigitalPersona Pro (1280) 1291 Polapat Udomp... CHARMN oK Cancel | Ay |
@Inf\:rmation 13f09,/2007 16:37:44 DigitalPersona Pro {758) 773 SYSTEM CHARMN
@Inf\:rmation 13f08,/2007 16:37:41 DigitalPersona Pro (768) 775 SYSTEM CHARMN
@Inf\)rmaﬁon 13/09/2007 16:37:41 DigitalPersona Pro (788) 775 SYSTEM CHARN
Information  13/09,/2007 DigitalPersona Pro (758) 775
rma (.
@Inf\)rmaﬁon 13f09/2007 DigitalPersona Pro
@Inf\)rmaﬁon 13f09,/2007 DigitalPersona Pro (768) 775 CHARN
Information  13/09,/2007 DigitalPersona Pro (768) 775 CHARMN
@Inf\)rmahon 13/09,/2007 DigitalPersona Pro (758) 773 CHARN
@Inﬂ:rmation 13f08,/2007 DigitalPersona Pro (768) 775 CHARMN LI
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FINGERPRINT READER

Digital Persona Fingerprint Reader /%
— ) &
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