


Authentication factors are something you:Authentication factors are something you:
Have – token 

Key fob computer or phone (device) smart card◦ Key fob, computer or phone (device), smart card, 
or code card

Know – secretKnow – secret 
◦ Password, PIN, or OTP.
Are biometricAre – biometric 
◦ Fingerprint, voiceprint, hand geometry, or 

iris/eyeiris/eye.



Stricter Password PoliciesStricter Password Policies 
◦ Increases the likelihood that users compromise their secrecy by 

writing them down or sharing them.
◦ Increases calls to the help desk◦ Increases calls to the help desk
Password Management Costs
◦ 40% of all help desk calls are for forgotten passwords

A ll i d t $150 t i t◦ Annually, companies spend up to $150 per user trying to  
maintain secure passwords. (The Gartner Group)

Balancing compliance with user’s need for quick 
daccess to data

◦ In an emergency, getting data quickly is more important to the 
user than security.

◦ Often employees are not participating willingly with guidelines.
◦ Administrator nightmare to enact and enforce.



Risk-based approach : RBA (Thai Securities and Exchange Commission)
◦ Prudential risk◦ Prudential risk
◦ Operational/management risk
◦ Customer relationship risk
◦ Information technology risk

G L h Blil A (GLBA)Gramm-Leach Bliley Act (GLBA)
◦ Customer data must be kept secure & confidential
◦ Defend against anticipated threats / unauthorized access
◦ Penalties range from $10 000 - $1 000 000Penalties range from $10,000 $1,000,000

FFIEC Guidelines 
◦ Financial institutions need to use two-factor authentication for online 

transactions
S hState Data Breach Laws
Sarbanes-Oxley Act 2002
◦ Executives & Board must attest to internal controls and certify accuracy 

of financial statementsof financial statements 
◦ Executives & Board are personally liable

Basel II Accord
◦ Factors Operational Risk (includes information security) into the p y

calculation of total capital requirements



Improves Network Security 
M “i id th fi ll” it l bilitiManage “inside the firewall” security vulnerabilities

Reduces IT Support Costspp
Eliminate password related help desk overhead

Assists in Regulatory Compliance EffortsAssists in Regulatory Compliance Efforts
Address major security/privacy regulations
Detailed audit logsDetailed audit logs



Microsoft® Windows Server 
2003 or 2000 and Small 
Business Server 2003 R2 
with Active Directory

Microsoft Windows Vista 
(Enterprise, Ultimate and
Business), XP Professional, 
Server 2003 or 2000with Active Directory Server 2003 or 2000



Provides fingerprint-based g p
authentication to Windows

Supports Vista’s Credential Provider and User Account Control• Supports Vista’s Credential Provider and User Account Control
• Replaces standard Windows logon dialog box (GINA) in Windows XP



Provides fingerprint-based 
i li i W bsign-on to applications, Web 

sites and any combination of 
username/password log-onusername/password log-on



Multiple accounts on the 
same sign on page



Automated password change screenAutomated password change screen



Work with Work with 
legacy systemlegacy systemlegacy systemlegacy system



Provides complianceProvides compliance withwithProvides compliance Provides compliance with with 
government government regulationsregulations



Digital Persona Fingerprint ReaderDigital Persona Fingerprint ReaderDigital Persona Fingerprint ReaderDigital Persona Fingerprint Reader

ThirdThird--party swipe readers party swipe readers 



“Over “Over 90 million users 90 million users worldwide”worldwide”


